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Presenter BIO

• Books
– Securing Storage
– Hacker’s Challenge 3
– Implementing SSH

• Tools
– SecureNetApp (New!)
– SNAP (New!)
– NetApp.iSCSI.checker
– CHAP Password Tester
– StorScan
– SecureCookies
– CiscoIPv6check
– SecureCisco
– SecureBigIP
– SecureWin2003
– SecureWinXP
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Agenda

• The VLAN Myth

• Storage Network Audit Program
– SNAP

• SecureNetApp
– NetApp Security Configuration Analyzer

• I learned it from watching you!!
– Home Storage Devices
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VLAN Myth

• Definition of the “VLAN” Answer
– “VLANs”

– “Firewalls”

– “You need to authenticate to the network”

– “[Existing items used for security] were not intended as intrinsic
security measures”

– “File systems provide security for files - no network security
mechanism SHOULD”

– “[No current encryption method] is a problem?”
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VLAN Myth

• Fact: VLANs are great
– I love them, I like like, I want to marry them

– 4 and of 5 dentists recommend VLANs

• VLAN This: It just doesn't happen…

SQL
Oracle

Backups
Exchange

SAP
PeopleSoft
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VLAN Myth

• VLANs are to storage…
..as application firewalls are to e-Commerce

• What If?
– Microsoft took the “VLAN” approach and said the Vista security

model is simply asking the customer to use a network firewall
and hope for the best

• Does it make sense?
– Should an entity with terabytes of storage, including sensitive

information, be unable to protect itself?
– Do banks keep their vaults unlocked at night since they have

security guards and cameras?
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                               SNAP

   (Storage Network Audit Program)
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SNAP

• Storage Network Audit Program
– Goal: Provide a resource to audit the security of storage

networks

– Scope:

• Fibre Channel SANs

• Network Attached Storage (NAS)

• iSCSI SANs

– Presented in Chapter 13 of Securing Storage book

• Updated June 2006
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SNAP - tastic

Meets Expectations:
Port WWNs are used
Port and Node WWNs are

used..

Does not meet Expectations:
Node WWNs are used for

authorization.

Which type of WWN are used,
port WWN, node WWNs,
or WWNs that use both
port and node WWNs?

SAN: HBA-WWNs
WWNs should be difficult to

spoof or enumerate

Meets Expectations:

CHAP is enabled (Mutual
Authentication is also
enabled)

Does not meet Expectations

CHAP is disabled.

Is CHAP Authentication and/or
Mutual Auth enabled?

iSCSI: Authentication

iSCSI Initiator should be
required to authenticate
for all iSCSI
communication

Audit ComplianceAudit QuestionsAudit Topic

SNAP: Storage Network
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SAN - Spoofing

• WWN Spoofing Attack
Trusted Server has
access to LUN 0001,
0002, 0003, 0004, and
0005

nWWN: 11072006xxxxxxxx

11072006xxxxxxxx = LUN 0001 thru LUN 0005

nWWN: 09121976xxxxxxx

Malicious Server will perform
three steps to get access to
trusted data:
1. Query the switch for WWNs
2. Change their WWN

3. See Data

nWWN: 11072006xxxxxxxx

USE Port WWNs!
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iSCSI w/o Auth

• iSCSI Attack Demo
Trusted Client has
access to LUN 0001,
0002, 0003, 0004, and
0005

iqn.1987-05.com.cisco:01.1e2d66bf412c

iqn.1987-05.com.cisco:01.1e2d66bf412 = LUN 0001 thru LUN 0005

iqn.1991-05.com.microsoft:win2003

Malicious client will perform
three steps to get access to
trusted data:
1. Sniff
2. Spoof
3. See Data

iqn.1987-05.com.cisco:01.1e2d66bf412c

Enable Mutual Auth!
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SNAP – a - lious
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                         SecureNetApp

   (NetApp Security Configuration Analyzer)
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SecureNetApp

• Secure Configuration Analyzer for NetApp Filers
– Why? Because by default, an attacker can:

• Enumerate:
– Usernames (e.g. administrator, root, etc)

– SMB Shares (C$, ETC$)

– NFS Exports (e.g. /dev/dsk/server2fs3)

– The administrator ID

– Authorized Hostnames (e.g. All Machines)

• Connect and access:
– NFS Exports with anonymous access

» Including the administrative share (ETC$)

• Bypass Access Controls:
– UID/GID attacks and gain full rights to all files on the filer

» Despite ownerships values!

• Gain access to passwords
– Downgrade attacks (NTLM authentication)
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NAS Attacks

• NAS Attack Demo

Trusted Client has
access to Patient
Information Folder

Username: PanVedi

Patient Information Folder = PanVedi = UID 6161 / GID 30

UID: 0 , GID: 0

Malicious attacker will perform
three steps to get access to
trusted data:
1. Enumerate usernames/shares
2. Spoof UID/GID

3. See Data

UID: 6161 , GID: 30

Enable Kerb Auth!
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SecureNetApp

• NetApp Secure
Configuration
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SecureNetApp
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                         Home Storage

   (NetGear Z-SAN)
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Z-SAN

• NetGear Z-SAN
– “Home SAN”

• Do home office products need to be secure?
– SoHo Firewalls
– Linksys/Netgear Wireless AP

• What if they encourage the storage of financial information?
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Z-SAN

• Admin Passwords to reset drive passwords are stored in the
registry…in the clear

– HKLM\Software\ZNS\client\[Identifier]
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Z-SAN

• Drive passwords are sent over the network in clear text

– UDP port 20001

– Sent several times a minute (repeated)
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Z-SAN

• Admin Passwords to reset drive passwords are also sent over the
network in clear text

– UDP port 20001



iSEC Partners
https://www.isecpartners.com

Conclusion

• Storage isn’t secure by default

– Fibre Channel

– iSCSI

– NAS

– Home SANs

• Use tools to enumerate and mitigate storage security problems
– SNAP (Storage Network Audit Program)

• Use tools to lock down your storage devices
– SecureNetApp
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Questions

• Himanshu Dwivedi
– hdwivedi@isecpartners.com

– securingstorage@gmail.com

• Tools

– https://www.isecpartners.com/tools.html

• Book’s Website

– http://www.isecpartners.com/securingstorage.html
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iSEC Partners

• Information Security
– Consulting

– Tools

– Products

• Specialization
– Application Security

• Java, Win32 Analysis, .Net, C, C++, Python/Perl

– Web Services
• SOAP, XML, AJAX

– Product Penetration Tests:

• Applications (Siebel OnDemand, Macromedia Flash, WebEx Meeting)

• Appliances (Juniper SSL-VPN/JEDI, Sarvega XML Gateway)

– Storage Security

• FibreChannel, iSCSI, CIFS/NFS
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iSEC Research

• BlackHat 2006: 4 Presentations (5 speakers)
– Fuzzing Selected Win32 Interprocess Communication Mechanisms

– Attacking Internationalized Software

– Breaking AJAX Web Applications: Vulns 2.0 in Web 2.0

– I'm going to shoot the next person who says VLANS

• Whitepapers
– Cross Site Reference Forgery (XSRF)

– Software Penetration Testing

• Tools
– Application: Elzap, SecureCookies, WSBang, WSMap

– Infrastructure: SecureCisco, SecureBigIP, CiscoIPv6check, SecureWin2003, SecureWinXP

– Storage: CPT, StorScan

• Books
– Implementing SSH

– Securing Storage

– Hacker’s Challenge 3
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